
3GPP TSG SA WG2 Meeting #131 
S2-1902345
February 25 – March 1, 2019, Santa Cruz, Tenerife, Spain
S2-1902691, S2-1901663
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	23.501
	CR
	0824
	rev
	6
	Current version:
	15.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Clarification on DN authorization data

	
	

	Source to WG:
	Samsung, Ericsson, Huawei, Nokia, Nokia Shanghai Bell

	Source to TSG:
	SA WG2

	
	

	Work item code:
	5GS_Ph1
	
	Date:
	2019-03-01

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	The concept of DN authorization data has been introduced and agreed during SA2#122bis meeting [S2-176420]. Also, the DN profile index has been further clarified with related use cases during SA2#124 [S2-179357]. 

However, the current description for a reference to authorization data for policy and charging control configured in the SMF or the PCF in TS 23.501 is still ambiguous for the readers.

	
	

	Summary of change:
	It is proposed to clarify “a reference to authorization data for policy and charging control locally configured in SMF or the PCF” by naming it as “DN authorization profile index” and clarify the related SMF operation.
The description on how the SMF behaves during DN re-authentication/re-authorization is added. 

	
	

	Consequences if not approved:
	Ambiguous behavior of SMF and PCF for supporting DN authorization profile index and DN authorized Session AMBR.

	
	

	Clauses affected:
	5.6.6

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	




* * * First Change (5.6.6) * * * *
5.6.6
Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session

At PDU Session Establishment to a DN:

-
The DN-specific identity (TS 33.501 [29]) of a UE may be authenticated/authorized by the DN.

NOTE 1: the DN-AAA server may belong to the 5GC or to the DN.

-
If the UE provides authentication/authorization information corresponding to a DN-specific identity during the Establishment of the PDU Session, and the SMF determines that authentication/authorization of the PDU Session Establishment is required based on the SMF policy associated with the DN, the SMF passes the authentication/authorization information of the UE to the DN-AAA server via the UPF if the DN-AAA server is located in the DN. If the SMF determines that authentication of the PDU Session Establishment is required but the UE has not provided authentication/authorization information, then the SMF rejects the PDU Session Establishment.

NOTE 2:
If the DN-AAA server is located in the 5GC and reachable directly, then the SMF may communicate with it directly without involving the UPF.

-
The DN-AAA server may authenticate/authorize the PDU Session Establishment.

-
When DN-AAA server authorizes the PDU Session Establishment, it may send DN Authorization Data for the established PDU Session to the SMF. The DN authorization data for the established PDU Session may include one or more of the following:

-
A DN Authorization Profile Index which is a reference to authorization data for policy and charging control locally configured in the SMF or PCF.
-
a list of allowed MAC addresses for the PDU Session; this shall apply only for PDU Session of Ethernet PDU type and is further described in clause 5.6.10.2.

-
a list of allowed VIDs for the PDU Session; this shall apply only for PDU Session of Ethernet PDU type and is further described in clause 5.6.10.2.

-
DN authorized Session AMBR for the PDU Session. The DN Authorized Session AMBR for the PDU Session takes precedence over the subscribed Session-AMBR received from the UDM.
SMF policies may require DN authorization without DN authentication. In that case, when contacting the DN-AAA server for authorization, the SMF provides the GPSI of the UE if available.
Such DN authentication and/or authorization takes place for the purpose of PDU Session authorization in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU Session authorization enforced by SMF with regard to subscription data retrieved from UDM.

Based on local policies the SMF may initiate DN authentication and/or authorization at PDU Session Establishment. The SMF provides the GPSI, if available, in the signalling exchanged with the DN-AAA during DN authentication and/or authorization.
After the successful DN authentication/authorization, a session is kept between the SMF and the DN-AAA.

The UE provides information required to support user authentication by the DN over NAS SM.

NOTE 3:
The way for the UE to acquire such information is not defined.

When SMF adds a PDU Session Anchor (such as defined in clause 5.6.4) to a PDU Session DN authentication and / or authorization is not carried out, but SMF policies may require SMF to notify the DN when a new prefix or address has been added to or removed from a PDU Session or N6 traffic routing information has been changed for a PDU Session.

When SMF gets notified from UPF with the addition or removal of MAC addresses to/from a PDU Session, the SMF policies may require SMF to notify the DN.

Indication of PDU Session Establishment rejection is transferred by SMF to the UE via NAS SM.

If the DN-AAA sends DN Authorization Data for the authorized PDU Session to the SMF and dynamic PCC is deployed, the SMF sends the PCF the DN authorized SessionAMBR and/or DN Authorization Profile Index in the DN Authorization Data for the established PDU Session. 
If the DN-AAA sends DN Authorization Profile Index in DN Authorization Data to the SMF and dynamic PCC is not deployed, the SMF uses the DN Authorization Profile Index to refer the locally configured information.
NOTE:
DN Authorization Profile Index is assumed to be pre-negotiated between the operator and the administrator of DN-AAA server.
If the DN-AAA does not send DN Authorization Data for the established PDU Session, the SMF may use locally configured information.
At any time, a DN-AAA server may revoke the authorization for a PDU Session or update DN Authorization Data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.

At any time, a DN-AAA server or SMF may trigger Secondary Re-authentication procedure for a PDU Session established with Secondary Authentication as specified in clause 11.1.3 in TS 33.501 [29].
During Secondary Re-authentication/Re-authorization, if the SMF receives from DN-AAA the DN authorized Session AMBR and/or DN Authorization Profile Index, the SMF shall report the received value(s) to the PCF.
The procedure for secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session is described in TS 23.502 [3] clause 4.3.2.3.
* * * End of Changes * * * *
